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Amendments to the Claims: 

The text of all pending claims, (including withdrawn claims) is set forth below. Canceled 
and not entered claims are indicated with claim number and status only. The claims as listed 
below show added text with underlining and deleted text with strikethrough . The status of each 
claim is indicated with one of (original), (currently amended), (canceled), (withdrawn), (new), 
(previously presented), or (not entered). 

Applicante reserve the right to pursue any canceled claims at a later date. 

The following listing of claims will replace all prior versions, and listings, of claims in 
the application: 

(canceled) 

24. (currently amended) A method for transmitting data, comprising: 
by a first user of a communication network: 

mputti n g recei ying a fe t -d ^ te fi random value originating from a first stochastic 
process-fete - at-l^ ast- fi ^st- ^nd second users of a communication network ; 

generating in each of the at least first an d s e cond - uee rs- fir - st-aBd s eeen ^a first 

symmetrical encryption k©ys-key based on the- first- d at a first random value ; 

transmitting the first random value to a second user of the communication 

network; 

by the second user: 

receiving the first random value fi:om the firs t user; and 

mnemtmg. the first symmetrical encryption key based on the received random 

value 
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ste B B g - 4h e-fi r - s f- aj B^--s e eo H4 - ^^ ^ ^ on cr ypM<>H -- 1^5^s - "k^ -H saeh . ""<>^ ^ 
firs t and secen4 - ^er ' .^ ' fer-tf a3^ ^ b e t wee n the at lea st jSrst and second 

users; and 

tp aB9Hik - tH= t g -- #^e -- eaer j ^t e d '-- d^^ users, 
wherein the en ci y p te d data are generated by changing between the first and second 
symmetrical encr}TptiQn keys in a chronological sequence and applyiiig -Ifea— ir^ 
r- e spe et i ve l y seeoH4 symmetBeal-enegypti o n k e yte data te - bet r a nsmitted. 

25. (currently amended) The method as claimed in claim 24, wherein the first random 
value is an input to a function and an output of the function is used to generate the first 
symmetrical encryption keyg en erating the first and s ee ond symmetrical enef^^tion k e y s i n cl u d es 
ge i i e i^ting- ' a -| to " al%-"^ ^ ^ operations to data 
originating from the stochastic process . 

26. (canceled) 

27. (currently amended) The method as claimed in claim 24, wherein the first random 
value is data are o btained by acquiring at least one measured value jfrom the first stochastic 
process. 

28. (previously presented) The method as claimed in claim 24, wherein the first 
stochastic process includes a time-variable parameter of an automation system. 
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29, (currently amended) The method as claimed in claim 24, 

wherein the first random value is a data are obtained from a Least Significant Bit position 
related to a t l east one m easured value^ 

wherein the first user generates the first symmetrical encryption key based on the least 
significant hits of the first random value in order to at least reduce periodic components of the 
me^ured value, and 

wherein the second user generates tlic first symmetrical encryption key based on tiie least 
significant bits of die received random value in o rder to at Least reduce per iodic components of 
the measured value. 



30. (currently amended) The method as claimed in claim. 24, further comprising: 
b y the second user: 

' receiving a second ra nd om va l ue pr ig inM ^ a second, st ocha stic p m 

genemting a second symmetrical encryption key based on the second random 

value; 

transmitting the second random value tothe first user: 
by the first user: 

receiving the second rimdom v al ue from the secon d u s er: and 

generating the second symmetrical encryption key based on the received random 

vakie 

wherein ea ch o f the at"lea5^fest " aiid - - - s^^ aGquir - eg -- 4ata ' origiHatiHg-fr - om 

the stocha s tic proc ess for generating the first data . 
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3 1 . (canceled) 

32. (canceled) 

33. (currently amended) The method as claimed in claim 3430, wherein the first and 
second symmetrical encryption keys are generated upon a request by a master user of the 
communication network. 

34. (currently amended) The method as claimed in claim 2430. wherein the first and 
second symmetrical encryption keys are generated at predetennined times or after a lapse of a 
predetermined time interval. 

35. (currently amended) The method as claimed in claim S624, wherein the first 4s^ 
ajp erandom value is transmitted over the communication network at a time of low utilization of 
the communication network, 

36. (canceled) 

37. (currently amended) The method as claimed in claim 26, wherein the first 4a*a 
ar-erandom value is transmitted using an asymmetrical encryption method. 

38. (canceled) 
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39* (canceled) 



40, (currently amended) A communication system, comprising: 
at least first and second users; and 

a communication network for transmitting data between the at least first and second 
userSat 

the first us er coniprising: 

afih 4i ^j - ?iit -- m€chanism for inputtin ^ a first receiver for receiving a first random 
valuedata originating from a stochastic process- into ^he - at-Ie a st ^^ ^^ o f a 

eemmTOi<^#^H - a e tweri<i; - ^ 

an encryption key generator for generating m-eaeh-6 f -- the at-4east " fe st-"aad 

^e e nd-us ers first and se conda first symmetrical encryption key ^key based on the first 
random value data-- a nd, 

a storage unit for storing the first md second symmetrical encryption keys-key. 

and 

a transmitter for transmitting the first random value to the second user via the 

network: 

the second user comprising: 

a first receiver for receiving the fh^st random v alu e f ro m the first user, and 

an en cryption key generator for generating the first smmetrical encryption key 

based on the first random value received from the first user. 

m--eaeb--i^--tfee-- at -- 4east -- & and secend - Uj s ei - s fbi - "en abling trmiGmi ^sion of 

encrypted data between the at least first and second users, wherei a^h e-encQ^ed-dato-ai^ 
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imismi^ e d h&p^e m -t^ ^ ^ second users, and the encrypted data ate - generaled 

by changing between the first and second s)anm.etricaL encrypti o n k ey Fv iB-a -' ebr ' eaQlogioal 
seqiiteae - e -- and - apply mg tke- ^ en crypt ion key to data to 

wherein data transfen^e d between the users is encrypted and unencrypted via the 
first symmetrical encryption key . 

41. (previously presented) The communication system as claimed in claim 40, 
wherein the communication network is a public network. 

42. (currently amended) The communication system as claimed in claim 40, wherein 
the second user further comprises: 

a second receiver for receivin g a second random value originating from a stochastic 
process, and 

a timsmitter for transmitting the second random value to the first user via the 
network; 

the encryption key generator generates a second symmetrical encryption key based on 
the second random value, and 

the storage unit stores the fu^st and the second symmetrical encryption keys, 
wherein the first user iurther comprises: 

a second receiver for receiving the secod raA:tdom value from the second user. 

the encryption key generato].^ generates a second symmetric a l e ncryption, key based on 
the second random value, and 
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the storage unit stores the fii^t and the second symmetrical encryption kevs > 
wherein ,, data transferred between the users is encrypted and unenci-ypted via the 

symmetrical encryption keys 

communicati o n network is the intem ' © t ^ - and the first or second user is a mas tei^ ■ user-fe 



request via the internet . 



43. (currently amended) The communication system as claimed in claim 4042, 
yyherein the commmiie atioiaHaet wod^ -- i s -aH -^ -E ^ ^^^^ the communication network is 
the internet and the first u.ser is a master user for triggering the generating of the first and 
second symmetrical encryption keys by issuing a request via the internet. 

44. (currently amended) The communication system as claimed in claim 4542, 
wherein the first or second user is a master user configured to output a command onto the 
Ethernet for triggering the generation of the first and second symmetrical encryption keys. 



45. (new) The method as claimed in claim 24, wherein the first random value is 
transmitted to a plurality of users and the first symmetrical encryption key is generated at each of 
the plurality of users , 

46. (new) The method as claimed in claim 30, wherein the first symmetrical encryption 
key is used to encrypt data transmitted during a first time interval and the second symmetrica! 
encryption value is used to encrypt data transmitted during a second time interval 
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47. (new) A method for transmitting data, comprising: 
by a first user of a communication network: 

storing a first random measured value received from a first stochastic process; 
generating a first symmetrical encryption key based on the first random measui'ed 

value; 

transmitting the first measured random value to a second user of the 
communication network; 

receiving the second random measured value fi:om the second user; 

generating a second symmetrical encryption key based on the received random 

value, 

by the second user: 

storing the second random measured value received from a second stochastic 

process; 

generating the second symmetrical encryption key based on the second random 
measured value; 

transmitting the second measured random value to the first user; 
receiving the first random measured value from the first user; 
generating the first symmetrical encryption key based on the received measured 
random value, 

wherein the first symmetrical encryption key is used to encrypt data transmitted 
during a first time interval and the second symmetrical encryption value is used to 
encrypt data transmitted during a second time interval 
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48. (new) The method as claimed in claim 47, wherein the first random value is an 
input to a function and an output of the function is used to generate the first symmetrical 
encryption key. 

49. (new) The method as claimed in claim 47^ wherein the second random value is an 
input to a function and an output of the function is used to generate the second 
symmetrical encryption key. 
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